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PARTICIPATED IN SIMUL TANEDUGS ELECTRONZG ATTACKS (RETSTRIKESY ~~ 


DN INTERNET WEESITES IN MEXICO, GERMANY, AND THE UNITED 
STATES. ITALIAN HACKER GROUP SUPPORTED THE ELECTRONIC ATTACK 
AND PRESENTED THE STATUS O THE ATTACK AS LT WAS HAPPENTHC. 
TERT 9 sietnmnnccencces (TI 


ry 
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ANNOUNCED GN CTERAET-BASED ELECTRONIC ATTACK ¢A 
“NETSTRIKE") ON ENTEAMET WEESTTES IN THE UNITED STATES . 
GERMANY, AND MEXICO GN OF SEPTEMBER 1998. TRE METSTRIKE 
ANNOUNCEMENT WAS POSTED TO & NUMBER O DITERENT INTERNET 
NEWS GROUPS, INCLUDING AN LTALTAN HACKER INTERAET MEGS 
GROUP, THF ACTION CALLED OF BY THE EBT WAS OF MULTIPLE 
ACTS O ELECTRONIC CIVIL DISOBEDIENCE" IN SUPEORT O "THE 
ZAPATTETAS IN CHIAPAS, MEOICO, AND WOTH PROPEL EVERYWHIRE, 
STRUGGLING @GATNST THE GLOBAL NEOLTRIENAL ECONOMY". THE 


NET STROGE WAS PLANNED OR G9 SEPTEMBER, AND WAS ATMED AT THIK 


QLLOWING COMPUTER SYSTEMS x 
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2. CSc THE EDT WAS | PLANNING GM PURSUING THE NETS TMAKE IN 


CONJUNCTION WITH THE ARS ELECTRONICA ESTIVAL ON TNURMAT ION 


WARAKE CINOMAR) HELD IN LINZ, GQUSTRIA, ROM OF - TA 
| 
SEPTEMBER, THE EDT BULLETIN © Of SEPTEMBER CHALLE (rt 


SYEATHE TIC COMPUTER USERS TO CONNECT THER INTERNET WIE 3 


GROWSERS TO THE EDT’S LOQOGNET SOTWARE LOCATED ON THEIR 
HOMEPAGE AT HTT a 4A o TH ENE o MET 


ORDOA/ZAPSTACT ICAL JAVASCRE. HTM AND 


b6 
‘sf PEGDA HTML. © THE EDT PLANNED b7C 


MTR 7b AYU EDU PRU 
SYMPATHLT IC COMPUTER USERS TO ERCTIVELY BLOCK ACCESS TO 
THESE THREE SITES BY LOOQDING THE SITES WITH MORE "HITS" 
CATTEMPTED INTERNET CONNECTIONS) THAN THE TARGETED COMPUTER 
SYSTEMS COULD ERECTIVELY NEGOTIATE, CALISING TRE TARCAITED 
COMPUTER NESTWORC TO RECT IVELY DROM O-bOIME . 


piel cee arene sone FD) 
3, OTHE TTALIAN HACKER INTERNET NEWS GROLIY POSTINGS 
CONCERNING THE EDT AND THE NETSTRIKE WERE POSTED BY THE 
STALLION HACKER WITH THE INTERNET CALL-GIGN “ERY BYTE. 
ERRY BYTE IS A MEMBER O THE ITALIAN HACKER GROUP "STRAND 


NETWORK " GND ITS SUBBET “POST AXIOM MUTANTE'. THE STRAND 
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NETWORK £5 © FART O A LARGER CONSURTIUM O TTALTAN SOCTAL 
ACTIVIST AND HACKER GROUPS KNOWN AS THE “EUROPEAN COUNTER 
NETWORK OFCND. ERRY BYTE TRANSLATED THE ORIGINAL EDT 
BULLETIN INTO TTALZAN AMD POSTED TT TU THE ITALIAN HACKET 
INTERNET NEWS GROUP. IN HIS ITALIAN TRANSLATION O THE ET 


BULLETIN, ERRY BYTE ALGO PROVIDED ADDITIONAL SUGGESTIONS 


ee ACTLITATIOG THE METSTRXKE, ERRY BYTE RECOMMENINED THAT 

| INTERESTED COMPUTER USERS SHOULD PERDRM THI OLLOWLNGs 

BERS SHOULD CONTINUALLY “RELOAD! THE DESIGNATED LINK CWHTCH 
WOWLD CONTINUALLY QUERY THE TARGETED COMPUTER SYSTEM OR 
ADDITIONAL CNORMAT ION 3 OREN AS MANY INTERNET GROWSERS AND 
WLADOWS AS POSSIBLE, QUERYING THE DESIGNATED TARGE TID 
COMPUTER SYSTEMS IN teu O THE WINDOWS: GET THE MEMORY oO 
bra ENTERNET BROWSLR'S CACHE TO ZERO, DO NOT START OF ALLOW 
ANY FROXTES OR THE INTERNET BROWGERY AND oT SEMINATE 
AMLMMATLOM ARDUT THE FLANKED NETSTRIKE TO AS MARY FOP AG 
POSS TELA, GERRY BYTE ALSO ANNOUNCED THE INTienshMET ARDRISS 0 
THE SYMPATHETIC USER'S COMPUTER. THE SNTERNET SLTE 19 
beter 7 tdb s THONG o MET ORDOM/ZAPST ALT ECAL/ZAPS . HEM ERY 


BYTE ALSO PROVIDED THE RELEVANT [Te ADDRES&2d OF EACH O THE 
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TARE TED SYTES. ERRY BYTE CONCLUDED BY ADDING THAT THE 
PROGRESS /SUoRESS O THE METSTRAKE Cal BE OLLOWED BY SEiMeiy 
TRYENG TO "PING" OR FRO A TRAGE ROUTE CTRARERT? ON fHid 
TARGETED SERVERS. CRELD COMMENT LONGER "PIENG’ TEMES 
WOULD CORRESPOND TO MORE ACTIVITY ON THE TARISETED COMPITER 


SYSTEM. THE ULTIMATE GOaL O THE EDT ORGANTZERG 19 THAT THE 


TARGETED COMPUTER SYSTEM WOULD BE LINMRACHABLIE . > 


he KO ina PROGRESS. -THE LOT ORGARTZED NETSTRCLICE AGAINGT THE 


TARGETED COMPUTER SYSTEMS WAS REPORTED THROUGH VAR TOUS 
POSTINGS MADE GY BARY BYTE O8 O69 SEPTEMBET, AT Tei6l CALL 
TIMES EUROPEAN STANDARD TIME) ON OF SEPTEMBER, ERY BYTE 
POSTED A MESSAGE TO THE HACKMEETIOG INTERWET NEWS GROUP 
STATING THAT THE WEBSITE AT 

HITE 7/ Wb s THING NET/ARDOMN/ZAPST ACT COAL 

f42APS HTML. WAS NOT RESPONDING AS O LaO00L. AND THAT 
SYMPATHET LC VGERS SHOULD TRY TO ACGYSS THE TARGETED WEE 
SuvTES DARECTLY. AT L216... BERRY BYTE 4L.90 STATED THAT ALL. 
THREE O THE TARGETED DER SITES ARE APPORENTLY LNDING IT 
MORE DELCULT TO ORERATE AND THE WEE SiTE O THE MEXICAN 


MRESIDENT WAS ESPECTALLY SiLOW TM RIESMORNDING.  CRRY BYTE 
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CONCLUDED MLS MLSSAGE BY STATING THAT NUNE O THE TARGETED 
WEESITES ARE RESFONDING 10 FING COMMANDS DIRECTED AT THEM. 


Se DEI-AT AR4SL. ON OF SF 
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UBDATE ON THE STATUS G THE NETSTREKE AND STATED ‘THAT 

HTTP s 7 THING ET /ARDOM/ZOF STAT COALS ZAES . HEM MAS ON 
LINE AGAIN. ERRY BYTE ALSO ADDED AT THIS TIME THAT THE 
TARGETED WEE SITES WERE NOW RESPOWDING TO FENG COMMANDS. GUT 
THAT TRE RESPONGE TI4ES WERE MUCH SLOWER THAN NORMAL. AT 
L617 ON O9 SEPTEMBER, ERRY BYTE PROVIDED & THIRD UPDATE ON 
THE STATUS © THE NETSTREIKE AND STATED TrlaT THE WHILE THE 
TARGETED SITES WERE STILL ACCESSIBLE DEETHOUT TOG MUCH 


DETCULTY, THEY WERE FAISEONDING MORE SLOWLY. 


FOSTED & MESSAGE TO THE LTALLAM HACKER [INTERNET 
NEWS GROUP AT 1880. ON 09 SEFTEMBER STATING THAT @ MEMEIR 0 
ree eat, aD REE EVED A THREATENING 
TELEPHOME CALL] ORWARDED A EDT BULLETIN STATING THAT Bie 
— MAD RECELVED A THREATENING PHONE CALL ON O9 
SUPTENBER AT O733L. IN HIS HOTEL ROOM IN LINZ, AUSTRIA. ‘THE 
BULLETIN REPORTED THAT A UNKNOWN PLRGON y PRESUMED TO BE 


MEXICAN, CALLEG [AT HaS HOTEL ROOM. ROOM NUMBER 
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G1G AT THE STENBERG Pax HOTEL EN LINZ, AUSTRIA, 


NOT TO GIVE HIS PRESENTATION ABOUT THE NETSTRIKE AT THE Ame 
ELECTRONICA INOWAR EeTival (Nt)>.[ | weWweckeuur 
POSTING A150 PROVIDTS ADDITIONAL EDT GUIDANCE OR 
SYMPATHETIC COMPUTER USERS ON HOW TO CONTGURE rank 
INTERNET BROWSERS IN ORDER TO MAXLMLZE THE POTENTIAL © THE 
EDT WETLOOD SOTWARK: 4) DISABLE JAVA SCRIPT, 2) SET Thi 
INTERNET BROSHER PROXIES TO "DIRECT COMMUNICATION YO 
INTERNET", 3) SET INTERNET BROWSER CACHES TO "EVERY TEM", 


AND 4) LEAVE INTERNET BROWSER CONNECTED TO LOUDNET BURLING 


THE 24 BOUR NETSTRIKE,. 


PARTICIPATE IN UTURE LOODMET ACTIONS EN CONJUHOTIOM WL TH 


MEXICAN INDEPENDENCE DAY ON 146 GEFTEMBER, DIAGPDE LA RAZA ON 


Le OCTORER, AND CIVIL DISOBEDIENCE AT THE SEM AUL. OTHE 


AMERICAS ON. 22 NOVEMBER. THE EDT BULLETIN epTlacrivity 
aaNet RIES. 
ALANNED AGAINGT THE EDERAL COMMUNICATLONS COMMISSION ON 04 


OCTOBER AND OS OCTOBER (Nt>. 
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TRE CONCEPT 0 a NETSTRIKE WAS CONCELVED BY TRE TTAL CAN 
GROU" SVAANG NETWORK IN JANUARY 1996 TO SUPPORT THE CHAAras 
MOVEMENT IN MEXICO. GhRY BYTE URTHIER STATED THAT THE 
JANUARY LOVe NETSTRIKE BAS SUDCEISSULLY TARGETED AGATNST 2-3 
MEXICAN INTERNET WE SITES. IN AN IEDT BULLETIN. EDT STATED 
THAT THEY HAVE BEEN USING ITS LOODNET SOTWARE SUNCK APRIL 
L778 TO “ENGAGE IN VIRTUAL GXT-ING ON THE Wie SITES O | THE 


MEXICAN GOVERNMENT AND THE CLINTON WHITE HOUSE" 4 


9, TKO ON 26 SEPTEMBER, EDT MEMBER [| PasTep a 


MESSAGE TO AN INTERNET NEDSS GROUE THAT HE Hab BEEN ORCED TO 


REMOVE THE EDT WERSUTE ROM THE NEW YORK UNIVERSITY'S cHYUD 
Whe GuRVER. [STATED THAT THE MOVE WAS REQUIRED 
OLLOWING AN EMATL ROM THE DEENGE INORMATION SYSTEMS 

AGENCY COLSA) AUTOMATED SYSTEM GECURTTY INCEDENT SUPFORT 
TEAM (ASSIST) TO THE NYU COMPUTER SECURITY MANAGE. 
[_Jakwounces THAT THE NEW WER SITE ADDREGS OR THE EDT 
AND LTS LOODNET PROJECT IS LOCATED AT 


MUTE s // Wu. THING MET AOR DOM/E COED o HTML. 4 


(0) 


THERE WILL BE AM TNCHEASE IN NETSTRIKES AGATNST DOD SITES As 
THESE SOCAL ACTIAVISTS/HACKER GROUPS SUPPORT MORE CAUSES 


we THEY FERCELVE THE DOD TO BE INIMICAL TO. 
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WARNING! (LD REPORT 1S CLASSIXED 
DRY ROMs cu pial ]4se 2943307 JAN 96. 
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